Supporting and
Troubleshooting Windows 11
(55342)

Supporting and
Troubleshooting Windows 11
(55342)

3a Kypca

This is a 4-day ILT course that is designed to provide
students with the knowledge and skills required to support and
troubleshoot Windows 11 PCs and devices in an on-premises
Windows Server Active Directory domain environment. These
skills include understanding:

» Important Windows 11 features

» How these features are used in an Active Directory
= How to troubleshoot these features
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Lenu

» Describe the processes involved in planning and using a
troubleshooting methodology for Windows 11.

» Troubleshoot startup issues and operating system
services on a Windows 11 PC.

 Perform system recovery.

» Resolve issues related to hardware devices and device
drivers.

» Administer Windows 11 devices.

= Troubleshoot issues related to network connectivity.

» Configure Windows 11 devices by using Group Policy.

» Configure and troubleshoot user settings.

= Configure and troubleshoot resource access.

» Implement remote connectivity.

= Deploy and troubleshoot applications.

 Maintain Windows 11 devices.

KypCcbT e npegHa3Ha4yeH 3a

= The primary audience for this course is Desktop Support

Technicians (DSTs). These technicians provide Tier 2
support to users with domain-joined computers running
the Windows 11 0S, typically in medium to large
enterprise organizations. These DSTs focus on a broad
range of technical issues for:

= Windows 11

= Devices

» Cloud services

= Apps

= Networking

 Hardware



dopMaT Ha Kypca

=]
MpucbctBeH Kypc

%]
OHNauH (Live)
OtpaneyeH

E3MK Ha Kypca: O6bnrapckuM (aHrNMWCKUM € HaluyeH KaTo onuus)

YyebHu Metepmanu: B enekKTpoHeH ¢opmaTt (YuebHuTe MaTepuanu ca
Ha a@HrNIMACKK), BKJIYEHM B LEHaTa C HeorpaHuM4yeH OOCTbM.

JlabopaTtopHa cpepa: BCEKW KYpCUMCT pa3nonara cbC cobcTBeHa nab
cpena, KbOoeTo Ce npoBexpgaT ynpaXHeHusTa, 4YacT OT Kypca.

[poobNXUTENHOCT

4 paboTHM OHM (NoHepenHuK — neTbk 09:00 — 17:00)
nm

=32 y4y.4. obyyeHue (Teopus U npaKkTukKka) B U3BbHpPabOOTHO
BpemMe C NPOABLJXUTENIHOCT 1 cemaMuuu

» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

= MoOHeOenHuK u cpdapga 19:00 — 23:00

* BTOPHUK M 4eTBbpPTbK 19:00 — 23:00
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NMnawaHe
[x]

3afBKa 3a u3naBaHe Ha ¢akTypa ce npueMa KbM MOMEHTaA Ha
3aMMcBaHeTO Ha CbOTBETHUA KypcC.

OakTypa Cce u3paBa B paMKWTe Ha 7/ OHW OT NOTBbpXOaBaHe Ha
niawaHeTo.

lpepcTtoswm KypcoBe

= There are no upcoming events.
3a nosevye uHpopMauus usnonspante popMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpXxmaBaHe Ha paTuTe.

lMpepnoctaBkun (MN3uckBaHuA) 3a
YyacTtue

 Networking fundamentals, including Transmission
Control Protocol /Internet Protocol (TCP/IP), User

Datagram Protocol (UDP), and Domain Name System
(DNS) .
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= Microsoft Active Directory Domain Services (AD DS)
principles.

» Understanding of the Public Key Infrastructure
(PKI) components.

 Windows Server fundamentals.

= Microsoft Windows Client essentials; for example,
experience with Windows 10 or 11 or knowledge from
the M70697A: Implementing and Managing Windows 11
course.



