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LFS460 — Kubernetes Security
Fundamentals

3a Kypca (About this Course):

This course exposes you to knowledge and skills needed to
maintain security in dynamic, multi-project environments. This
course addresses security concerns for cloud production
environments and covers topics related to the security
container supply chain, discussing topics from before a
cluster has been configured through deployment, and ongoing,
as well as agile use, including where to find ongoing security
and vulnerability information. The course includes hands-on
labs to build and secure a Kubernetes cluster, as well as
monitor and log security events.

Lenu — KakBo uwe Hayuute (Course
Goals):

» This course is designed as preparation for the
Certified Kubernetes Security Specialist (CKS)
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exam and will substantially increase students’
ability to become certified.

KypcbhbT e npepgHa3HayeH 3a
(Audience):

»This course 1s ideal for anyone holding a CKA
certification and interested in or responsible for cloud
security.

dopmaTt Ha Kypca (Course Format):

[x] ]

MpucbctBen (Classroom)
Kypc B YyebHaTa Hu
3ana wam B 0duc Ha

KnueHnT

OunauH (Online/Virtual)
Kypc BbB BUpTyasiHa 3ana C
MHCTPYKTOp

E3uk Ha Kypca (Course Language
Option)

=] =]
bvnrapcku (Bulgarian) AHrnuuckm (English)

Moxe pa u3bepetre E3MK Ha KOWTO pma ce nposepe



obyyeHueto — OBArapCcku UNM aHrAMAUCKU. BCUYkKuTe HU
MHCTPYKTOPU BNlapesT CBOOOAHO aHrNIMUCKU e3MK.

YyebHn Matepumanu (Student Guides):

YyebHUTEe mMaTepuanum ca [OCTLMNHU B eNIeKTPOHEeH
dopmat. Morat pma ce non3Bat online/offline Ha
BCAKO YCTpoOMCcTBO. [loXMBOTEH HOCTHI.

JlabopaTtopHa cpepa (Lab
Environment):

(]

Bceku KypcucTt pasnonara cbC cobcrBeHa na® cpepa,
KbAeTo ce npoBexpaT ynpaXHeHUsATa, 4YacT OT Kypca.
He e Heobxopumo pa MHCTanupate codTtyep Ha KOMMWOTHP
WM Cneuuvasiin U3UCKBaAHUA 3a Xappyep.

YYyacTHUUUTE B NpPUCBCTBEH ¢popmaTt B YuyeOHuUA Hu
LEeHTbp pa3nojarat C MHAMBUAYaJieH KOMOWTBLP NO Bpeme
Ha oby4yeHuero.
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Cnep 3aBbpuwBaHe nonyyvyaBaTte (At
Course Completion):

(%] (%]
Lifetime Access - Video Certificate of Course
Archive 24/7 Completion

IoXuBOTEH pOCTHLN OO BUOEO apXuB C 3anNuCc Ha BCsKa
oTAeJIHa JNeKuus.

OpumumaneH mMexpyHapopHO npu3HaT cepTudukat 3a
3aBbplleH Kypc Ha obyyeHue.

MpopbnxutenHoct (Course Duration):

(x]

-4 paboTtHu pHuM (09:00 — 17:00)

nnn

=32 yy.4. obyyeHue (Teopus MU nNpaKTukKka) B U3BbHpPaAOOTHO
Bpeme C npoabsXUTENHOoCT 3 cegMuua

» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* NOHepJenHWK n cpaga 19:00 — 23:00

* BTOPHUK M 4eTBbpPTbK 19:00 — 23:00
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MnawaHe (Payments):
[x]

3asBKka 3a W3pQaBaHe Ha ¢akKTypa ce npuMeMa KbM MOMEHTa Ha
3anNMCcBaHeTO Ha CbOTBETHUA KypC.

OakTypa Cce wn3naBa B pPaMKUTe Ha 7/ OHU OT NOTBbPXAAaBaHe Ha
niawaHeTo.

Mpenctoaumn KypcoBe (Next Class):
(=]

= There are no upcoming events.

3a nose4ye uHbopMauus u3nonspante dopMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpXxmaBaHe Ha paTuTe.

MMpepnoctaBkn (N3ncKkBaHusa) 3a
Yyactue (Prerequisites):

» This course is designed to provide students with
the necessary skills and abilities to work as a
professional Linux system administrator. Students
should have basic knowledge of Linux and its most
common utilities and text editors.
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KypcbT noarotBsa 3a ClepHUTe
cepTUuPMKauMoHHU HuBaA

- CKS



