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IT22- Information Security
Course:

3a Kypca (About this Course):

= HacToawmMaT Kypc ce npoBexga B 5-gHEBEH MHTEeH3uBEH dopMmaT
n pasrnexga TemMu 3a NHPopMaumoHHa CurypHocCTt

Llenn — KakBo we Hayuyute (Course
Goals/Skills):

= Module 01: Introduction to Ethical Hacking
Module 02: Footprinting and Reconnaissance
Module 03: Scanning Networks
Module 04: Enumeration
Module 05: Vulnerability Analysis
Module 06: System Hacking
Module 07: Malware Threats
Module 08: Sniffing
Module 09: Social Engineering
Module 10: Denial-of-Service
Module 11: Session Hijacking
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Module 12: Evading IDS, Firewalls, and Honeypots
Module 13: Hacking Web Servers

Module 14: Hacking Web Applications

Module 15: SQL Injection

Module 16: Hacking Wireless Networks

Module 17: Hacking Mobile Platforms

Module 18: IoT Hacking

Module 19: Cloud Computing

Module 20: Cryptography

KypCcbT e npegHa3HayeH 3a
(Audience):

= Security Administrators, Engineers, Ethical Hackers

dopmaT Ha Kypca (Course Format):

[x] K

MpucbctBen (Classroom)
Kypc B YyebHaTa HM
3ana wam B O0¢uc Ha

KnueHnT

OunauH (Online/Virtual)
Kypc BbB BUpTyasiHa 3ana C
MHCTPYKTOp

E3uk Ha kKypca (Course Language
Option)




=] =]
bvnrapcku (Bulgarian) AHrnuuckm (English)

Moxe pa u3bepetre E3MK Ha KOUWTO pma ce nposepe
obyyeHueto — OBLArapCckun UAM aHrAMAUCKU. BCuUYkuTe HU
MHCTPYKTOPU BNlapesT CBOOOAHO aHrNMUUCKKU e3MK.

YyebHun MaTtepuanu (Student Guides):

YyebHuUTE Matepuanum ca p[OCTbNHU B eJIeKTPOHEH
dopmatr. Morat pma ce non3Bat online/offline Ha
BCAKO YCTPOUCTBO. JlOXMBOTEH [OCTDBN.

JlabopaTtopHa cpepa (Lab
Environment):

(=]

Bceku KypcucTt pasnonara cbC cobcrBeHa na® cpepa,
KbAeTo Ce npoBexpaT YNpaXHeHuATa, YacT OT Kypca.
He e Heobxopgumo pa uHCTanupate copTyep Ha KOMNOTHLP
WM cneuManHu U3UCKBAHUA 3a xapayep.

YYyacTHUUMTE B MNpPUCBCTBEH ¢opmaT B Y4eOHUA HM
LEeHTbp pa3nojiarat C UHAMBUAYaANieH KOMONWTBLP NO Bpeme
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Ha oby4yeHuero.

Cnep 3aBbpwBaHe nony4yaBaTte (At
Course Completion):

(%] (%]
Lifetime Access - Video Certificate of Course
Archive 24/7 Completion

IoOXuBOTEH OOCTHN OO0 BUOEO apXuB C 3anNuC Ha BCsKa
OoTAeJIHa NneKuus.

OpumumaneH mMexpyHapopgHoO npu3HaT cepTuPukat 3a
3aBbplleH Kypc Ha obyuyeHue.

MpopbnxutenHoct (Course Duration):
(=]

-5 paboten peH (09:00 — 17:00)

nnn

=40 yy.4y. obyyeHue (Teopus M nNpakKTukKka) B U3BbHpPaAOOTHO
Bpeme C npoabsXuTenHoct 1 cegmuua

» cbboTa M Hepens 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHefesiHMK n cpapga 19:00 — 23:00

* BTOPHUK M 4eTBbPTbK 19:00 — 23:00
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MnawaHe (Payments):
=

3afBKa 3a u3naBaHe Ha ¢akTypa ce npueMa KbM MOMEHTaA Ha
3aMMcBaHeTO Ha CbOTBETHUA KypcC.

OakTypa Cce u3paBa B paMKWTe Ha 7/ OHW OT NOTBbpXOaBaHe Ha
niawaHeTo.

Mpepctosauwmn KypcoBe (Next Class):
=]

Nov 25
25 November 2024 @ 09:00 - 28 November 2024 @ 17:00 EET ~

AZ-801T00: Configuring Windows Server

Hybrid Advanced Services

Dec 23
23 December 2024 @ 09:00 - 26 December 2024 @ 17:00 EET ~

AZ-801T00: Configuring Windows Server

Hybrid Advanced Services

View Calendar

3a noBeye HWHPopmauus wu3lnonssante dopmata 3a
KOHTAKT.
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lle ce cBbpxem c Bac 3a noTBbpXOaBaHe Ha paTuTe.

MMpepnoctaBkn (N3nckBaHusa) 3a
Yyactue (Prerequisites):

* OcHoBHKM KoM TbpHKU YMeHuda. [lo3HaHua 3a OtBopeH Kof
n Nctopuata Ha GNU/Linux.

KypcbT noarotBsa 3a ClepHUTe
cepTuPMKauMoOHHU HUBA



