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3a Kypca (About this Course):

= Successful completion of this five-day, instructor — led
course should enhance the student’s understanding of how
to configure and manage Palo Alto Networks next-
generation firewalls. The student will gain hands-on
experience configuring, managing and monitoring a
firewall in a lab environment.

Lenu — KakBo uwe Hayuute (Course
Goals/Skills):

= Module 1- Palo Alto Networks Portfolio and Architecture
Module 2- Connect to the Management Network

Module 3- Manage Firewall Configurations
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Manage Firewall Administrator Accounts
Connect to Production Networks
The Cyberattack Lifecycle

Block Threats Using Security and NAT Policies
Block Packet- and Protocol-Based Attacks
Block Threats from Known Bad Sources

Block Threats by Identifying Applications
Maintain Application-Based Policies

Block Threats Using Custom Applications
Block Threats by Identifying Users

Block Threats by Identifying Devices
Block Unknown Threats

Block Threats in Encrypted Traffic
Prevent Use of Stolen Credentials

Block Threats Using Security Profiles

View Threat and Traffic Information

KypcbT e npegHa3HayeH 3a

(Audience):

» Security Engineers, Security Administrators, Security
Operations Specialists, Security Analysts, Network
Engineers and Support Staff.



dopmaTt Ha kKypca (Course Format):

[x] E

MpucbctBen (Classroom)
Kypc B YyebHaTa HHu
3ana wam B 0duc Ha

KnueHnt

OunanH (Online/Virtual)
Kypc BbB BUpTyasiHa 3ana C
MHCTPYKTOP

E3uk Ha kypca (Course Language
Option)

=] =]
bvnrapcku (Bulgarian) AHrnuuckm (English)

Moxe pa u3bepete E3MK Ha KOUTO pa ce npoBepe
obyyeHneto — OBbArapCcKu MAM aHrNIMUCKU. BCUYKUTE HU
MHCTPYKTOPU BJllapesT CBOOOAHO aHrNMIMUCKU e3MK.

Y4yebHun Matepuanun (Student Guides):

YyebHuTe MaTepuaain Ca [OOCTbMHU B €JIEKTPOHEH
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dopmat. Moratr pma ce non3Bat online/offline Ha
BCAKO YCTpPONCTBO. JloXMBOTEH QOCTHI.

JlabopaTtopHa cpepa (Lab
Environment):

(]

Bceku KypcucTt pasnonara cbC cobcrBeHa na® cpepa,
KbAeTo Cce npoBexpaT YnpaXHeHuATa, 4YacT OT Kypca.
He e Heobxopgumo pa uHCTanupate copTyep Ha KOMNOTHLP
WM cneuManHu U3UCKBaAHUA 3a Xxappyep.

YYyacTHUUUTE B NpPUCBCTBEH ¢popmaTt B YuyeOHuUA Hu
LeHTbp pa3nojiarat C UHAMBUAYaANieH KOMOWTBHP NO Bpeme
Ha oby4yeHuero.

Cnep 3aBbpwBaHe nony4dyaBaTte (At
Course Completion):

[x] (]
Lifetime Access - Video Certificate of Course
Archive 24/7 Completion

IoOXuBOTEH OOCTHLN OO BUOEO apXuB C 3anNuCc Ha BCsKa
oTAeJiHa JNeKuus.

OpumumaneH mMexpyHapopHO npu3HaAT cepTudukat 3a
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3aBbpleH Kypc Ha obyuyeHue.

MpopgbnxutenHoct (Course Duration):
(]

-5 pabotHu pHu (09:00 — 17:00)
Uin

=40 y4y.4. obyyeHue (Teopus U nNpaKTukKka) B U3BbHpPabOTHO
BpemMe C NpPOoAbLJXUTENIHOCT 1 cegmuua

= cbboTa M Hepens 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHefesiHUK n cpaga 19:00 — 23:00

* BTOPHUK M 4eTBbLPTHLK 19:00 — 23:00

MnawaHe (Payments):
B

3adBKa 3a u3pgaBaHe Ha (akTypa ce npueMa KbM MOMEHTa Ha
3aMMCcBaHeTO Ha CbOTBETHUS KypC.

OakTypa Cce u3paBa B paMKWTe Ha 7/ OHW OT NOTBbpPXOaBaHe Ha
niawaHeTo.
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Mpenctosuwmn KypcoBe (Next Class):
(]

= There are no upcoming events.

3a noBevye WHPopmauums u3nonssante ¢opmarta 3a
KOHTAaKT.

lle ce cBbpxem c Bac 3a noTBbpXAaBaHe Ha paTuTe.

MMpepnoctaBkn (N3ncKBaHusA) 3a
Yyactne (Prerequisites):

 Familiar with basic networking concepts
including routing, switching, and 1IP
addressing.

 Familiar with basic security concepts.
Experience with other security technologies
(IPS, proxy, and content filtering) 1is a
plus.

KypcbT noarotBsa 3a ClnepHuUTe
cepTUPMKauMoOHHU HUBA

= PCNSA — Palo Alto Networks Certified Network
Security Administrator

= PCNSE — Palo Alto Networks Certified Network
Security Engineer
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