EC-Council Certified
Penetration Tester (CPENT)

EC-Council - Council
Certified Penetration Tester
(CPENT)

(]

3a Kypca

EC-Council’s Certified Penetration Tester (CPENT) program
teaches you how to perform an effective penetration test in an
enterprise network environment that must be attacked,
exploited, evaded, and defended. If you have only been working
in flat networks, CPENT’s live practice range will teach you
to take your skills to the next level by teaching you how to
pen test IoT systems, OT systems, how to write your own
exploits, build your own tools, conduct advanced binaries
exploitation, double pivot to access hidden networks, and also
customize scripts/exploits to get into the innermost segments
of the network.
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Llenn — KakBo uwe Hayuiute (Course
Goals):

What You Will Learn ?

Module 01: Introduction to Penetration Testing

Module 02: Penetration Testing Scoping and Engagement
Module 03: Open Source Intelligence (OSINT)

Module 04: Social Engineering Penetration Testing

Module 05: Network Penetration Testing — External

Module 06: Network Penetration Testing— Internal

Module 07: Network Penetration Testing — Perimeter Devices

Module 08: Web Application Penetration Testing

Module 09: Wireless Penetration Testing

Module 10: IoT Penetration Testing
Module 11: OT/SCADA Penetration Testing

Module 12: Cloud Penetration Testing

Module 13: Binary Analysis and Exploitation

Module 14: Report Writing and Post Testing Actions

dopmaTt Ha Kypca (Course Format):
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MpucbctBen (Classroom)
Kypc B YyeOHaTa Hu
3ana wim B 0puc Ha

KnueHT

OHnaH (Online/Virtual)
Kypc BbB BUpTyasiHa 3ana C
MHCTPYKTOP




E3uk Ha Kypca (Course Language
Option)

=] =]
bvnrapcku (Bulgarian) AHrnuuckm (English)

Moxe pa u3bepetre E3MK Ha KOWTO pma ce nposepe
obyyeHneto — ObArapCcKu MAM aHrNIUUCKU. BCUYKUTE HU
MHCTPYKTOPU BNapesT CBOOOAHO aHrNIMUCKU e3MK.

YyebHn Matepumanu (Student Guides):

YyebHUTEe mMaTepuanum ca [OCTLNHU B eNIeKTPOHEeH
dopmat. Morat pma ce non3Bat online/offline Ha
BCAKO YCTpPOMCTBO. [loXMBOTEH HOCTHI.

JlabopaTtopHa cpepa (Lab
Environment):
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Bceku KypcucT pa3nonara cbc cobcrBeHa nab cpepa,
KbAEeTO ce MNpoBexpaT ynpaxXHeHUATa, 4YacT OT Kypca.
He e Heob6xogumo pa uHCcTanupaTe codTyep Ha KOMNWOTDLP
WIM cneunanHn U3UCKBaHUA 3a Xappyep.

Y4yacTHUUMTE B NpPUCHBCTBEH ¢opmaT B Y4eOHUA HHM
LeHTBbP pa3nojlarat C UHAMBUAYaAJieH KOMNWOTBLP NO Bpeme
Ha oOyyeHuerTo.

Cnep 3aBbpwBaHe nony4dyaBaTte (At
Course Completion):

[x] (%]
Lifetime Access - Video Certificate of Course
Archive 24/7 Completion

lIoXxuBOTEeH pOCTbN OO0 BUAeo dpPpXUB C 34dlUC Ha BCHKa
OoTAeJIHa NneKuus.

OduumaneH MexgpyHapogHO npu3HaAT cepTuPukaTt 3a
3aBbplleH Kypc Ha obyuyeHue.

MpopgbnxutenHoct (Course Duration):
(=]

=5 paboTHM OHM (NoHepenHuK — neTbk 09:00 — 17:00)

nnu
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=40 y4y.4. obyuyeHue (Teopus M npakKTuKka) B U3BBHPAOOTHO
BpemMe C MPOAbLJXUTENIHOCT 1 cegmuuu

= cbboTa u Hependa 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHefeNnHUK n cpapga 19:00 — 23:00

= BTOPHUK M 4eTBbPTbLK 19:00 — 23:00

NMnawaHe
[x]

3asBKa 3a uW3paBaHe Ha ¢akKTypa Cce npueMa KbM MOMEHTa Ha
3aNMCBAHETO Ha CbOTBETHUA KypcC.

OakTypa Cce u3paBa B paMKWTe Ha 7/ OHW OT NOTBbpXOaBaHe Ha
niawaHeTo.

lpepcToswm KypcoBe

= There are no upcoming events.

3a nosevye uHpopMauus u3nonspante dopMaTa 3a KOHTAKT.

lle ce cBbpxeM C Bac 3a noTBbpXgaBaHe Ha OaTuTe.
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