CCSM - Check Point Security
Master

156-115.80 — Check Point
Security Master (CCSM) R80.x
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This Course and The Related Exam 1s
scheduled to be depredated on 31 of March
2021.

3a Kypca (About this Course):

 Three-day course covers everything you need to
Provide an understanding of the advanced concepts
and skills necessary to troubleshoot and optimize
Check
Point Security Gateways and Management Servers so
that they run at their peak efficiency.

Llenn — KakBo uwe Hayudute (Course
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Goals/Skills):

= Obtain a deeper knowledge of the Check Point Security
Management Architecture.
[1 Understand management processes and debugs.
[] Understand how GuiDBedit operates.
[0 Understand how fw monitor captures packets.
[l Understand how to use the fw debug process and debug
infrastructures for User mode debugging.
[] Discuss how to enable and use core dumps.
[0 Understand how to troubleshoot and debug SmartConsole
and policy installation issues.
[0 Understand how to troubleshoot and debug NAT.
[] Understand client side and server side NAT.
[] Describe how to configure port mapping services.
[0 Recognize how to debug VPN-related issues.
[l Understand the processes and components used for
policy installation and packet processing.
[0 Understand how to troubleshoot and debug Application
Control and URL Filtering issues.
[0 Understand how to debug HTTPS inspection.
[ Understand how to troubleshoot and debug Content
Awareness, Anti-Bot and Antivirus, and Threat Prevention
software blade issues.
[] Discuss how to use the IPS Bypass feature.
[0 Understand how to to reduce IPS false positives.
[0 Understand hardware and operating system performance
of Security Gateways.
[0 Understand how to evaluate hardware performance.
[] Discover tools used in monitoring CPU utilization.
[] Understand how to monitor cluster status and work with
critical devices.
[] Recognize how to troubleshoot synchronization.
[] Recognize how to work with accelerated traffic.
[J Understand how to use fwaccel dbg and sim dbg.
0 Understand how to configure CoreXL for performance.



[] Understand how to deploy IPv6.

KypCcbT e npegHa3HayeH 3a
(Audience):

» Technical professionals who troubleshoot, optimize, and
deploy Check Point in advanced configurations with
multiple Software Blades to protect environments from

threats.

dopMaT Ha Kypca
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MpucbctBeH Kypc
[x]
OHNnauH (Live)
Otpaneyex

E3MK Ha Kypca: Obnrapcku (aHrnMUCKM € HaluyeH Kato onuus)

YyebHu Metepmanu: B enekKTpoHeH ¢opmaTt (YuyebHMTe MaTepuanu ca
Ha a@HrNMACKK), BKJIYEHM B LEHaTa C HeorpaHuM4yeH OOCTbM.

JlabopaTopHa cpepa: BCEeKM KypcUCT pa3nofsiara cbCc cobcTtBeHa nab
cpena, KbOeTO Ce npoBexpgaT yrNpaXHeHWsiTa, 4YacT OT Kypca.
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Buoeo Apxus (24/7)

B
Ceptudpukar 3a
3aBbpuweH Kypc

NpoabNXUTENHOCT

» 3 paboTHM gHM (09:00 — 17:00)
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=24 y4y.4y. oby4yeHue (Teopus M npakKTuKka) B U3BBHpPAOOTHO
BpeMe C MPOAbLJIXMTENIHOCT 2 ceAMULM

= cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHefeNnHUK n cpaga 19:00 — 23:00

= BTOPHUK M 4eTBbPTbLK 19:00 — 23:00

NMnawaHe

CED o

CLC

Moxe pa 3ansatute y4yacTtume B Kypca, 4ype3 Check Point Learning
Credits (CLC). CBbpxeTe ce C HacC 3a noBeye uHOO.

3asaBKka 3a UW3QaBaHe Ha ¢akKTypa Cce npuMeMa KbM MOMEHTa Ha
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3anncBaHeTo0 Ha CbOTBETHUA KYPpC.

DPakTypa Cce u3OaBa B paMKUTe Ha 7 OHU OT NOTBbpPXAaBaHe Ha
nnawaHeTo.

lpenctosaum Kypcose

= There are no upcoming events.

3a noBe4ye MHPoOpMauuMs M3non3BanmTe ¢opMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpxmaBaHe Ha paTuTe.

MpepnoctaBkn (N3ncKkBaHusA) 3a
Yyactue (Prerequisites):

- CCSE

KypcbT noarotBsa 3a ClepHUTe
cepTUPUKaLMOHHU HMUBA

¢ I}-\eclC mki nP o(i&ts AC)e rRtSiE)f.j'XEd

= Cnep TO03M KypC MOXe pga ce ceptupuumpaTte B Hawumsa TecCT



LEeHTBP.



