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3a Kypca (About this Course):

= Advanced three-day course teaches how to build,
modify, deploy and troubleshoot Check Point
Security Systems on the GAiA operating system.
Hands-on lab exercises teach how to debug firewall

processes, optimize VPN performance and upgrade
Management Servers.

Llenn — KakBo we Hayuyute (Course
Goals/Skills):

= Backup your Security Gateway and Management Server
»Build, test and troubleshoot a clustered Security
Gateway

» Upgrade and troubleshoot a Management Server
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= Configure and maintain security acceleration solutions

» Manage, test and optimize corporate VPN tunnels

»Build, test and troublehoot numerous deployment
scenarios

 Apply insider tips troubleshooting Check Point Security
Systems

 Practice advanced upgrading techniques

» Migrate to a clustering security solution

 Create events for compliance reporting

= Manage internal and external access to corporate
resources

KypCcbT e npegHa3Ha4yeH 3a
(Audience):

» Technical professionals who need to deploy and manage
Endpoint Security within their security environment.

dopmaTt Ha Kypca (Course Format):

[x] ]

MpucbctBen (Classroom)
Kypc B YyebHaTa Hu
3ana wam B 0duc Ha

KnueHnT

OunauH (Online/Virtual)
Kypc BbB BUpTyasiHa 3ana C
MHCTPYKTOp




E3nk Ha Kypca (Course Language
Option)

[x] [x]
bvnrapcku (Bulgarian) AHrnuuckm (English)

Moxe pa u3bepete e3uMK, Ha KOUTO pga ce nposepe
obyyeHneto — OBbArapCcKu MAM aHrNUUCKU. BCUYKUTE HU
MHCTPYKTOpPU BnapesaT CBOOOAHO AHrIMUCKMU e3uK.

YyebHn Matepumanu (Student Guides):

YyebHuTe MaTtepumanu ca [OCTBMNHU B eNeKTPOHEeH
dopmatr. Morat pma ce non3Bat online/offline Ha
BCAKO ycTpoucTBo. HeorpaHuyeH pocTbn.

JlabopaTtopHa cpepa (Lab
Environment):

(x]

Bceku Kypcuct pasnonara cbC cobcTtBeHa nab6 cpepa,
KbAEeTO ce MNpoBexpaT ynpaxXHeHUATa, 4YacT OT Kypca.
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He e Heobxopumo pa uHcTanupaTte codTyep Ha KOMMWOTLP
WM cneuuanHn U3UCKBaAHUA 3a Xapayep.

YYyacTHUUMTEe B NpuUCbCTBEH ¢opmaT B Y4YeOHUA HM
LeHTbp pa3nojiarat C UHAMBUAYaNieH KOMOWTBLP NO Bpeme
Ha oby4yeHuero.

Cnep 3aBbpwBaHe nony4dyaBaTte (At
Course Completion):

[x] (]
Lifetime Access - Video Certificate of Course
Archive 24/7 Completion

HeopaHuyeB pocTbn OO0 BuMAeO apXuB CbC 3anuUcC Ha
BCsAAKa oOTAeJiHa nekKkuus.

OpumumaneH mMexpyHapopHO npu3HaT cepTudukat 3a
3aBbplleH Kypc Ha obyuyeHue.

NpoabNXUTENHOCT

» 3 paboTHM gHn (09:00 — 17:00)
unu

=24 y4y.4. oby4yeHue (Teopus M npakKTuKa) B U3BBHPAOOTHO
BpemMe C MPOABLJXUTENIHOCT 2 ceaMuuu

= cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHefeNnHUK n cpaga 19:00 — 23:00



* BTOPHUK M 4eTBbPTbLK 19:00 — 23:00

NMnauwaHe

CED o

CLC

Moxe pa 3annaTtuTte ydyactue B Kypca, 4pe3 Check Point Learning
Credits (CLC). CBbpxeTe ce C Hac 3a noBeye MHDO.

3afiBKa 3a u3[1aBaHe Ha ¢akTypa Cce npuvmemMa KbM MOMEHTA Ha
3aNMCBaHETO Ha CbOTBETHUSA KypC.

(DaKTypa ceé n3pgasa B pPaMKUTeE Ha 7 OHWU OT NOTBbPXOaBaHE Ha
nnaiaHeTo.

lpepctosaum Kypcose

= There are no upcoming events.

Other Check Point Classes

= There are no upcoming events.

3a noBevye MHPoOpMauMs M3non3BanmTe ¢opMaTa 3a KOHTAKT.
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lle ce cBbpxeM Cc Bac 3a noTBbpXOaBaHe Ha paTuTe.

lpepnoctaBkun (MN3nckBaHuA) 3a
Yyactue (Prerequisites):

» Security Administration Course or CCSA
certification (R8O Not R77)

 Windows Server, UNIX and networking skills
and TCP/IP experience

»Certificate management and system
adminstration

KypcbT noarotBsa 3a ClepHUTe
cepTuPMKauMoHHU HuUBA

-156-315.81 — Check Point Certified
Expert (CCSE) R81.10

= Cnen T03M KypC MOXe pa ce ceptupuumpaTte B Hawumsa TecCT
LeHTbP C be3nnaTteH Bayuep.




Course Objectives:

Identify advanced CLI commands.

Understand system management procedures, including how to
perform system upgrades and apply patches and hotfixes.
Describe the Check Point Firewall infrastructure.

Describe advanced methods of gathering important gateway data
using CPView and CPInfo.

Recognize how Check Point’'s flexible API architecture supports
automation and orchestration.

Discuss advanced ClusterXL functions.

Describe VRRP network redundancy advantages.

Undersand how SecureXL acceleration technology 1is used to
enhance and improve performance.

Understand how CoreXL acceleration technology is used to
enhance and improve performance.

Identify the SmartEvent components that store network activity
logs and identify events.

Discuss the SmartEvent process that determines which network
activities may lead to security issues.

Understand how SmartEvent can assist 1in detecting,
remediating, and preventing security threats.

Discuss the Mobile Access Software Blace and how it secures
communication and data.

Understand Mobile Access deployment options.

Recognize Check Point Remote Access solutions.

Discuss Check Point Capsule components and how they protect
mobile devices and business documents.

Discuss diferent Check Point Solutions for attacks such as
zero-day and Advanced Persistent Threats.

Understand how SandBlast, Threat Emulation, and Threat
Extraction prevent security incidents.

Identify how Check Point Mobile Threat Prevention can help
protect data accessed on company-issued smartphones and
tablets.



