CCSE — Check Point Certified
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156-315.80 — Check Point
Certified Security Expert
(CCSE) R80.x

This Course has been replaced by the new Check Point Certified

Security Expert (CCSE) on R80.40. Use this link to book your
class.

3a Kypca (About this Course):

» Advanced three-day course teaches how to build,
modify, deploy and troubleshoot Check Point
Security Systems on the GAiA operating system.
Hands-on lab exercises teach how to debug firewall

processes, optimize VPN performance and upgrade
Management Servers.
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Goals/Skills):

= Backup your Security Gateway and Management Server

»Build, test and troubleshoot a clustered Security
Gateway

- Upgrade and troubleshoot a Management Server

= Configure and maintain security acceleration solutions

 Manage, test and optimize corporate VPN tunnels

=Build, test and troublehoot numerous deployment
scenarios

 Apply insider tips troubleshooting Check Point Security
Systems

 Practice advanced upgrading techniques

» Migrate to a clustering security solution

 Create events for compliance reporting

 Manage internal and external access to corporate
resources

KypCcbT e npegHa3Ha4yeH 3a
(Audience):

= Technical professionals who need to deploy and manage
Endpoint Security within their security environment.

dopMaT Ha Kypca

[x]

MpucbctBeH Kypc
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OHNauH (Live)
OtpaneyeH

E3MK Ha Kypca: O6bnrapcku (aHrNMUCKUM € Haln4yeH KaTo onuus)

YyebHu Metepmanu: B enekKTpoHeH ¢opmaTt (YuyebHuTe MaTepuanu ca
Ha a@HrNMACKK), BKJIYEHM B LEHaTa C HeorpaHuM4yeH OOCTbM.

JlabopaTtopHa cpepa: BCEKW KYpCUCT pa3nonara cbC cobcTBeHa nab
cpena, KbOeTo Ce npoBexpgaT YynpaXHeHusTa, 4YacT OT Kypca.

[=]
Bupeo Apxus (24/7)

I

Ceptudmukar 3a
3aBbpuweH Kypc

lpoAbLNXUTENHOCT

= 3 paboTHM gHM (09:00 — 17:00)
unm

24 yy.4y. obyyeHue (Teopus MU nNpakKTuKka) B U3BbHpPaAOOTHO
BpeMe C MPOAbJIXMTENIHOCT 2 ceaMULM

» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 -
22:00

* MOHefesiHMK n cpaga 19:00 — 23:00

* BTOPHUK M 4eTBbPTbK 19:00 — 23:00
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NMnawaHe

CED o

CLC

Moxe pa 3amjlatute y4yacTtume B Kypca, 4ype3 Check Point Learning
Credits (CLC). CBbpxeTe ce C Hac 3a noseye uHOO.

3asaBKka 3a uW3QaBaHe Ha ¢akKTypa Ce npuMeMa KbM MOMEHTa Ha
3aNnUCBAHETO Ha CbOTBETHUA KypcC.

DPakTypa Cce u3OaBa B paMKUTe Ha 7 OHM OT NOTBbpPXAaBaHe Ha
nnawaHeTo.

lpenctosaumn Kypcose

= There are no upcoming events.

3a noBeye MHPoOpMauMs M3non3BanmTe ¢opMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpxmaBaHe Ha faTuTe.
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NMpepnoctaBkun (MN3uckBaHuA) 3a
Yyactue (Prerequisites):

» Security Administration Course or CCSA
certification (R8O Not R77)

 Windows Server, UNIX and networking skills
and TCP/IP experience

Certificate management and system
adminstration

KypcbT noarotBsa 3a ClepHUTe
cepTUPMKauMoOHHU HUBA

-156-315.80 — Check Point Certified
Expert (CCSE) R80.x

= Cnen T03M KypC MOXe pga ce ceptupuumpaTte B Hawumsa TecCT
LeHTbP C be3nnaTteH Bayuep.

Course Objectives:

Identify advanced CLI commands.

Understand system management procedures, including how to
perform system upgrades and apply patches and hotfixes.
Describe the Check Point Firewall infrastructure.



Describe advanced methods of gathering important gateway data
using CPView and CPInfo.

Recognize how Check Point’'s flexible API architecture supports
automation and orchestration.

Discuss advanced ClusterXL functions.

Describe VRRP network redundancy advantages.

Undersand how SecureXL acceleration technology is used to
enhance and improve performance.

Understand how CoreXL acceleration technology is used to
enhance and improve performance.

Identify the SmartEvent components that store network activity
logs and identify events.

Discuss the SmartEvent process that determines which network
activities may lead to security issues.

Understand how SmartEvent can assist 1in detecting,
remediating, and preventing security threats.

Discuss the Mobile Access Software Blace and how it secures
communication and data.

Understand Mobile Access deployment options.

Recognize Check Point Remote Access solutions.

Discuss Check Point Capsule components and how they protect
mobile devices and business documents.

Discuss diferent Check Point Solutions for attacks such as
zero-day and Advanced Persistent Threats.

Understand how SandBlast, Threat Emulation, and Threat
Extraction prevent security incidents.

Identify how Check Point Mobile Threat Prevention can help
protect data accessed on company-issued smartphones and
tablets.



