CCISO- Certified Chief
Information Security Officer-
EC-Council

EC-Council — Certified Chief
Information Security Officer

CCISO

(=]

3a Kypca

EC-Council’s Certified Chief Information Security Officer
(CCIS0) Program has certified leading information security
professionals around the world. A core group of high-level
information security executives, the CCISO Advisory Board,
formed the foundation of the program and outlined the content
covered by the exam, body of knowledge, and training. Some
members of the Board contributed as authors, others as exam
writers, others as quality assurance checks, and still others
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as instructors. Each segment of the program was developed with
the aspiring and sitting CISO in mind and looks to transfer
the knowledge of seasoned executives to the next generation of
leaders in the areas that are most critical in the development
and maintenance of a successful information security program.

The CCISO Certification is an industry-leading, security
certification program that recognizes the real-world
experience necessary to succeed at the highest executive
levels of information security. Bringing together all the
components required for a C-Level position, the CCISO program
combines audit management, governance, IS controls, human
capital management, strategic program development, and the
financial expertise vital to leading a highly successful
information security program. The job of the CISO is far too
important to be learned by trial and error. Executive-level
management skills are not areas that should be learned on the
job.

The material in the CCISO Program assumes a high-level
understanding of technical topics and doesn’t spend much time
on strictly technical information, but rather on the
application of technical knowledge to an information security
executive’s day-to-day work. The CCISO aims to bridge the gap
between the executive management knowledge that CISOs need and
the technical knowledge that many sitting and aspiring CISOs
have. This can be a crucial gap as a practitioner endeavors to
move from mid-management to upper, executive management roles.
Much of this is traditionally learned as on the job training,
but the CCISO Training Program can be the key to a successful
transition to the highest ranks of information security
management.



Lenu — KakBo uwe Hayuute (Course
Goals):

What You Will Learn ?

 Define, implement, and manage an information security
governance program that 1includes 1leadership,
organizational structures and processes.

= Assess the major enterprise risk factors for compliance.

 Design and develop a program to monitor firewalls and
identify firewall configuration issues.

= Identify vulnerability and attacks associated with
wireless networks and manage different wireless network
security tools.

 Deploy and manage anti-virus systems.

 Understand various system-engineering practices.

= Identify the volatile and persistent system information.

 Develop and manage an organizational digital forensic
program.

» Identify the best practices to acquire, store and
process digital evidence.

Define key performance 1indicators and measure
effectiveness on continuous basis.

= Allocate financial resources to projects, processes and
units within information security program.

» Identify and report financial metrics to stakeholders.

 Understand the IA security requirements to be included
in statements of work and other appropriate procurement
documents in this CCISO certification training program.

dopmaTt Ha Kypca (Course Format):
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MpucbctBen (Classroom)
Kypc B YyebHaTa Hu
3ana wam B 0puc Ha

KnueHTt

OunanH (Online/Virtual)
Kypc BbB BUpTyasiHa 3ana C
MHCTPYKTOP

E3nk Ha Kypca (Course Language
Option)

[x] [x]
bvnrapcku (Bulgarian) AHrnuuckm (English)

Moxe pa u3bepetre E3MK Ha KOWTO pma ce nposepe
oby4yeHneto — OBbArapCcKum MAM aHrNUUCKU. BCUYKUTE HU
MHCTPYKTOpPU BlapesT CcBOOOAHO aHrNMUCKKU e3MK.

YyebHun MaTtepuanu (Student Guides):

YyeOHuTe MmMaTtepumanu ca [OCTBMNHU B eNeKTPOHeH
dopmat. Morat pma ce non3Bat online/offline Ha
BCAKO YCTpPOMCTBO. JloXMBOTEH AOCTHN.
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JlabopaTtopHa cpepa (Lab
Environment):

=]

Bcekn KypcucTt pasnonara cbC cobcrBeHa na® cpepa,
KbAeTo ce npoBexpaT YNpaXHeHuATa, YacT OT Kypca.
He e Heobxopgumo pa uHCTanupate copTyep Ha KOMNOTHLP
WU cneuManHu U3UCKBAHUA 3a Xxappyep.

YYyacTHUUMTE B NpPUCBCTBEH ¢opmaT B Y4eOHUA HM
LeHTBbP pa3nojlarat C UHAMBUAYaAJieH KOMNWOTBLP NO Bpeme
Ha oby4yeHuero.

Cnep 3aBbpuwBaHe nonyyaBaTte (At
Course Completion):

(%] (%]
Lifetime Access - Video Certificate of Course
Archive 24/7 Completion

IoOXuBOTEH OOCTHLN OO0 BUOEO apXuB C 3anNuCc Ha BCsKa
OoTAeJIHa NneKuus.

OpuumaneH mMexpgyHapopgHoO npu3HaT cepTuPukat 3a
3aBbplleH Kypc Ha obyuyeHue.
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MpopbnxutenHoct (Course Duration):
(]

=5 paboTHM OHM (NoHepenHuK — neTbk 09:00 — 17:00)

nnun

=40 y4y.4. oby4yeHue (Teopus M npakKTuKa) B U3BBHPAOOTHO
BpeMe C MPOAbLJIXMTENIHOCT 4 ceaMULM

= cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 -
22:00

* NOHefeNnHUK n cpaga 19:00 — 23:00

* BTOPHUK M 4eTBbLPTbLK 19:00 — 23:00

NMnauwaHe
[x]

3afdBKa 3a u3pnaBaHe Ha (akTypa ce npueMa KbM MOMEHTa Ha
3anuCcBaHeTO Ha CbOTBETHUS KypC.

OakTypa Cce u3paBa B paMKWTe Ha 7/ OHW OT NOTBbpXOaBaHe Ha
niawaHeTo.

lpepctoaun KypcoBe

» There are no upcoming events.

3a nose4ye uHbopMauuMs u3nonspante dopMaTa 3a KOHTAKT.
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lle ce cBbpxeM Cc Bac 3a noTBbpXOaBaHe Ha paTuTe.



