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=The Implementing and Administering Cisco
Solutions (CCNA) v1.0 course gives you a broad range of
fundamental knowledge for all IT careers. Through a
combination of lecture, hands-on labs, and self-study,
you will learn how to install, operate, configure, and
verify basic IPv4 and IPv6 networks. The course covers
configuring network components such as switches,
routers, and wireless LAN controllers; managing network
devices; and identifying basic security threats. The
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course also gives you a foundation in network
programmability, automation, and software-defined
networking.This course helps you prepare to take

the 200-301 Cisco® Certified Network Associate (CCNA®)
exam.

Llenn — KakBo uwe Hayuute (Course
Goals):

» After taking this course, you should be able to:

» Identify the components of a computer
network and describe their Dbasic
characteristics

 Understand the model of host-to-host
communication

 Describe the features and functions of the
Cisco Internetwork Operating System (I0S®)
software

Describe LANs and the role of switches
within LANs

» Describe Ethernet as the network access
layer of TCP/IP and describe the operation
of switches

» Install a switch and perform the initial
configuration

 Describe the TCP/IP Internet layer, IPv4,
its addressing scheme, and subnetting

 Describe the TCP/IP Transport layer and
Application layer

 Explore functions of routing

 Implement basic configuration on a Cisco
router

 Explain host-to-host communications across



switches and routers

» Identify and resolve common switched network
issues and common problems associated with
IPv4 addressing

 Describe IPv6 main features and addresses,
and configure and verify basic IPve6
connectivity

Describe the operation, benefits, and
limitations of static routing

 Describe, implement, and verify Virtual
Local Area Networks (VLANs) and trunks

 Describe the application and configuration
of inter-VLAN routing

 Explain the basics of dynamic routing
protocols and describe components and terms
of Open Shortest Path First (OSPF)

 Explain how Spanning Tree Protocol (STP) and
Rapid Spanning Tree Protocol (RSTP) work

-Configure link aggregation using
EtherChannel

 Describe the purpose of Layer 3 redundancy
protocols

» Describe basic WAN and VPN concepts

 Describe the operation of Access Control
Lists (ACLs) and their applications in the
network

 Configure Internet access using Dynamic Host
Configuration Protocol (DHCP) clients and
explain and configure Network Address
Translation (NAT) on Cisco routers

 Describe basic Quality of Service (QoS)
concepts

» Describe the concepts of wireless networks,
which types of wireless networks can be
built, and how to use Wireless LAN
Controllers (WLCs)

 Describe network and device architectures



and introduce virtualization

»Introduce the concept of network
programmability and Software-Defined
Networking (SDN) and describe smart network
management solutions such as Cisco DNA
Center™, Software-Defined Access (SD-
Access), and Software-Defined Wide Area
Network (SD-WAN)

» Configure basic I0S system monitoring tools

 Describe the management of Cisco devices

Describe the <current security threat
landscape

 Describe threat defense technologies

 Implement a basic security configuration of
the device management plane

 Implement basic steps to harden network
devices

KypCcbT e npegHa3HayeH 3a

(Audience):

 Entry-level network engineer
 Network administrator
 Network support technician

= Help desk technician
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[x]
OHnauH (Live)
OtpaneyeH

E3uMK Ha Kypca: ObArapcku (aHraMiCKU € HanuMyeH KaTto onuus)

Y4yebHu MeTtepuanu: B enekTpoHeH ¢opMmaT (YuyebHuTe MaTepuanu ca
Ha aHrNIMNCKK), BKJIYEHM B LEHaTa C HeorpaHW4YeH O0CTbMN.

NabopaTopHa cpepa: BCEKU KYpCUCT pa3noflara cbCc cobctBeHa nab
cpena, KbAeTo ce MNpoBexaaT YynpaxHeHusaTa, 4acT OT Kypca.

[=]
Buoeo Apxus (24/7)

B

Ceptudukar 3a
3aBbplueH Kypc

[poobNXUTENHOCT

5 paboTHM gHM (nNoHepenHuk — neTtbk 09:00 — 17:00)
nnu

=40 y4y.4y. obyyeHue (Teopus MU nNpakKTukKka) B U3BbHPaAOOTHO
BpemMe C MpPOABLIAXUTENIHOCT 4 ceaMuuu

» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHepdenHUK n cpaga 19:00 — 23:00
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* BTOPHUK M 4eTBbPTbLK 19:00 — 23:00

NMnauwaHe
[x]

3afdBKa 3a u3naBaHe Ha (akTypa ce npueMa KbM MOMEHTA Ha
3aMMCcBaHETO Ha CbOTBETHUS KypC.

OakTypa Cce u3paBa B paMKWUTe Ha 7/ [OHW OT NOTBbpPXOAaBaHe Ha
niawaHeTo.

lpepctoaun KypcoBe

 There are no upcoming events.
3a noseye uHbopMauuMs u3nonspanmte dopMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpxmaBaHe Ha paTuTte.

lMpepnoctaBkun (MN3nckBaHuA) 3a
Yyactue (Prerequisites):

» Before taking this course, you should have:
 Basic computer literacy
» Basic PC operating system navigation skills
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» Basic Internet usage skills

 Basic IP address knowledge
There are no formal prerequisites for CCNA
certification, but you should make sure to have a
good understanding of the exam topics.

KypcbT noarorBs 3a cnepgHuTte
cepTUuPUKauMOHHU HMUBA

= This course helps you prepare to take the 200-301 Cisco®
Certified Network Associate (CCNA®) exam. By passing
this one exam, you earn CCNA certification.

» IT-Training.pro nposexpga M3nuTu 3a ceptuduMkauma. Moxe pa
ce ABUTe 3a cBOoA uU3nut 200-301 npu Hac.



